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Message Text 

CONFIDENTIAL 

PAGE 01 NAIROB 04963 311316Z 
ACTION SY-05 

INFO OCT-01 ISO-OO SYE-00 OC-06 CCO-OO /012 W 

058237 311323Z/50 

P 311242Z MAR 78 
FM AMEMBASSY NAIROBI 
TO AMEMBASSY KIGALI PRIORITY 
INFO SECSTATE WASHDC PRIORITY 6365 

CONFIDENTIAL NAIROBI 4963 

DEPT FOR A/SY/OPS/DO, KIGALI FOR PSO FROM RSO 

E.O. 11652: GDS 
TAGS: ASEC 

SUBJECT: COMPROMISE OF CONFIDENTIAL DOCUMENT 

REF: 5 FAM 965 

1 . EMBASSY NAIROBI RECEIVED ON 3/30/78 HARD COPIES OF THREE 
TELEGRAMS FOR TRANSISSION IN KIGALI’S UNCLASSIFIED POUCH 
INVOICED A- 14 DISPATCHED 3/27/78. 

2. ONE OF TELEGRAMS WAS KIGALI'S CONFIDENTIAL LIMDIS 434 
SUBJECT "ALLEGED CUBAN MILITARY AID TO BURUNDI" SENT DEPT, 
BUJUMBURA, BRUSSELS AND KINSHASA. 

3. WHILE IT APPEARS MESSAGES WERE NOT TAMPERED WITH DURING 
UNCLASSIFIED POUCH TRANSMISSION ENVELOPE WAS OPENED AND 
CONTENTS READ IN NAIROBI RELAY BY FSLE'S HILARY FERNANDES AND 
OTIENNO RAWONGO WHO NOTED CONFIDENTIAL MARKING ON ONE MESSAGE 
AND NOTIFIED CRO. LATTER IMMEDIATELY TOOK CUSTODY OF 

MESSAGE FOR CLASSIFIED TRANSMISSION. WHILE NO CRYPTOGRAPHIC 
COMPROMISE INVOLVED CONTENT OF KIGALI 434 MUST BE 
CONSIDERED COMPROMISED TO LOCAL EMPLOYEES INDICATED ABOVE. 

4. HARD COPY OF TELEGRAM AND COVERING ENVELOPE BEING 
CONFIDENTIAL 

CONFIDENTIAL 

PAGE 02 NAIROB 04963 311316Z 

RETURNED TO KIGALI TODAY BY COURIER POUCH. 

5. ACTION REQUESTED: REQUEST PSO KIGALI CONDUCT AP 
PROPRIATE INVESTIGATION, ISSUE JF-1 1 NOTICE OF SECURITY 
VIOLATION TO PERSON RESPONSIBLE AND INDICATE ON JF-1 2 
ACTION TAKEN TO PREVENT RECURRENCE. KIGALI ALSO REQUESTED 
TO MAKE EVALUATION OF IMPORTANCE OF MATERIAL COMPROMISED 
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IN COMPLIANCE WITH 5 FAM 965B, INFORM RSO AND DEPT. 

(A/SY/OPS/DO) OF THIS EVALUATION AND NOTIFY OTHER 
ADDRESSEES OF FACT OF COMPROMISE IF EVALUATION APPEARS 
TO WARRANT. 

LE MELLE 


CONFIDENTIAL 


NNN 
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Message Attributes 


Automatic Decaptioning: Z 

Capture Date: 01 jan 1994 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 31 mar 1978 

Decaption Date: 20 Mar 2014 

Decaption Note: 25 YEAR REVIEW 

Disposition Action: RELEASED 

Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 20 Mar 2014 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1978NAIROB04963 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: GS 

Errors: N/A 

Expiration: 

Film Number: D7801 40-01 60 
Format: TEL 
From: NAIROBI 
Handling Restrictions: 

Image Path: 

ISecure: 1 

Legacy Key: Iink1978/newtext/t1978033/aaaaacmo.tel 

Line Count: 68 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 
Message ID: 420838be-c288-dd11-92da-001cc4696bcc 
Office: ACTION SY 

Original Classification: CONFIDENTIAL 
Original Handling Restrictions: LIMDIS 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: LIMDIS 
Reference: n/a 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 27 apr 2005 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 3218431 
Secure: OPEN 
Status: NATIVE 

Subject: COMPROMISE OF CONFIDENTIAL DOCUMENT 
TAGS: ASEC 
To: KIGALI 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/420838be-c288-dd1 1-92da-001cc4696bcc 
Review Markings: 
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